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Abstract

The primary objective of the research is to conduct a detailed examination of blockchain and digital financial assets,
including their classification and methodology. Additionally, research addresses the key risks associated with
assessing and reflecting digital assets in financial reporting, providing recommendations for managing these risks.
Furthermore, attention is payed to mining activities in the Russian Federation, the existence of legislative gaps in this
field and potential solutions to these issues. Various theoretical and practical research methods were used to achieve
the results: analytical method to study the fundamental concepts and classification of digital financial assets;
observation, comparison, experiment for risk analysis and development of recommendations in the field of
accounting and reflection of digital assets; normative-legal method to study legislative gaps and propose possible
solutions; comparative analysis to compare legislation in the Russian Federation and other countries. The research
results include a detailed study of the concept of digital assets, their classification and methodology, analysis of
identified risks, development of management measures, study of mining and legislative gaps, as well as proposal of
solutions to improve legislation and accounting methods. This research holds significance for entrepreneurs actively
using or planning to integrate digital assets, as well as for professionals engaged in blockchain and digital assets’
utilization in business practices and their reflection in accounting and financial reporting.
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Introduction

There is abundant evidence that for toady the
market is experiencing significant fluctuations
driven by the instability of the global economy
and geopolitical tensions. Some industries are
facing challenges due to sanctions and trade wars
between countries, which leads to reducing
investments and uncertainty in the business
environment. International conflicts and political
crises cause investor uncertainty and impact
market supply and demand. Simultaneously,
technological = advancements  continue to
transform the market. The integration of artificial
intelligence, blockchain, big data and other
innovative technologies
opportunities  for
However, some

encounter

provides new
society.
industries

businesses and
companies and
difficulties in adaptation and
competition due to the rapid evolution of
technologies.The emergence of digital assets and
other evoked mixed

technologies initially

reactions in Russia. Until 2020, society mainly
held a negative opinion about virtual alternatives
to traditional instruments in life. For instance, in
2014 the Central Bank of Russia issued a press
release which cautions against about using digital
activities, but at the same time not prohibits it at
all (1). Nonetheless, who would have anticipated
that after a few years, digital alternatives would
successfully integrate into the life of society while
causing the pandemic, technological
advancements and the geopolitical conflicts?
However, the issue of lacking legislative
frameworks in the mining sector in Russia has
become prominent in recent years.
Simultaneously, other countries have developed
legislative bases in this area, provided guidelines
for the rational reflection of companies' assets in
the fields of mining, using digital currencies,
digital assets, both in accounting and taxation.

Cryptocurrency mining, such as Bitcoin, gained
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popularity in just a few years, and many countries
have not yet developed appropriate legislation for
regulating this industry. This situation creates
uncertainty and risks for companies involved in
mining area and using digital assets, which could
lead to tax and financial security violations.
Nevertheless, mining development continues to
progress actively. Companies are developing new
methods and technologies to enhance resource
extraction efficiency and reduce costs. However,
competition in this market is intensifying as more
players enter the game, striving to benefit from
the growing demand for cryptocurrencies and
blockchain technologies. The global landscape of
blockchain and digital asset accounting has
evolved significantly, with various countries
adopting distinct approaches to blockchain
adoption and financial reporting. Notably In 2021,
The Bank of America estimated that 14% of US
adults owned digital assets, with an additional
13% planning to buy that same year. Irrespective
of this record, there is no specific accounting term
addressing digital assets, and the low proportion
of firms that disclose their digital asset holdings
has led to the interpretation of digital assets by
the International Accounting Standards Board
(IASB) as currently not significant (2). In Dubai, a
fintech haven, the UAE DMCC (Dubai Multi
Commodities Centre) in partnership with the SCA
Authority)
established an onshore crypto assets regulatory

(Securities and  Commodities
framework. These regulations were put in place to
ensure the protection of investors and curtail
money laundering activities. In October 2020, the
SCA legally transferred all operational and
executive powers and competencies to licensed
commodity markets while maintaining the
regulation and supervision of the local financial
market. In the same period, the UAE Central Bank
issued a regulation on stored value facilities (SVF)
to facilitate fintech firms and non-bank payment
service providers (3). In September 2021, El
Salvador made history by embracing the Bitcoin
cryptocurrency as legal tender. According to the
law passed on that day, for ease of accounting of
the digital/crypto assets, the US dollar will
continue to be used as a reference currency and
the USD-to-bitcoin exchange rate will be freely
determined by market forces (4, 5). In China,
digital asset accounting is heavily regulated with a

comprehensive ban on financing practices related
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to blockchain digital assets and cryptocurrency
issued in September 2017. This regulation also
prevents non-fungible tokens (NFTs) from being
used for financial risk, prevents trading with
virtual currency, and hopes to issue a digital
currency in the form of Digital Reminbi, a digital
currency issued and regulated by the People’s
Bank of China, which has the feature of controlled
anonymity and does not require a bank account to
use it (6). In brief, the advancement of digital
technologies in the Russian Federation, especially
in the financial sphere, is rapidly evolving.
Therefore, the conceptual framework requires a
detailed exploration of new digital objects in
terms of legislation and the reflection of economic
activities involving them in accounting and
disclosure in financial statements for external
users. The main goal of the research is a detailed
examination of the concept of digital financial
assets and blockchain, their classification, and
methodology. To achieve the research goal and
obtain objective results, the following tasks are
set:
e Studying fundamental concepts, classification
of blockchain and digital financial assets.
Analysis of risks associated with the
assessment and reflection of digital assets in
financial statements.

Development of recommendations for risk
management regarding digital assets.
Identification main methodological differences
between digital financial assets and digital
currencies.

Studying areas of application digital currencies
in the Russian Federation.

Studying mining activities in the Russian
Federation and identification of legislative
gaps in this sphere.

Examination of the main approaches to
assessing audit risk during audits.

Proposal of possible solutions for legislative
gaps in the field of mining.

methods for

Consideration of possible

reflecting digital assets in accounting.

Methodology

The lack of clear legislation and standards in
accounting for digital assets creates uncertainty
and risks in reporting. The novelty of topic
requires deep understanding in technology and
financial processes, which makes it difficult to
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develop standards and adopt uniform
accounting methodology. To achieve the goals and
objectives of the study, the following research

methods and approaches were used:

Data Collection

An extensive literature review was conducted on
the topic of the use of block chain, digital assets
and digital currencies in Russia. There were
analysed scope of different scientific articles,
publications on the Internet, reports of central
banks, legislative documents and publications in
specialized journals. Data was collected through
Scopus and Web of Science; we chose articles
from 2020 to 2024 years of relevant topics. The
DFA received a legislative framework in Russia in
July 2020 against the backdrop of the rapid
development of digitalization and crypto
currencies in the world. Then Law No. 259-FZ “On
digital financial assets, digital currency and on
amendments to certain legislative acts of the
Russian Federation” (7) was adopted. Thus, in the
context of the Russian Federation, the greatest
activity in the study of digital financial assets by
scientists and economists can be witnessed after
2020 and first legal act release.

Comparative Analysis of Legislation

In the Russian Federation, there is currently a
single regulatory act on accounting for digital

a

financial assets in force, which is expected to be
amended in the near future regarding the digital
rubble, crypto currencies, and mining activities:
“Federal Law "On Digital Financial Assets, Digital
Currency, and Amendments to Certain Legislative
Acts of the Russian Federation" dated 31.07.2020
No. 259-FZ” (7). Additionally, on December 7,
2023, the State Duma of the Russian Federation
passed in the third reading Draft Law No. 384598-
8 "On Amendments to Parts One and Two of the
Tax Code of the Russian Federation and Certain
Legislative Acts of the Russian Federation on
Taxes and Fees (on integrating provisions on the
digital rubble into the tax legislation of the
Russian Federation)" (8). This draft law
establishes the concept of a digital ruble account
in the Tax Code of the Russian Federation, as well
as the taxation procedure for an account opened
by a digital ruble platform operator based on a
digital ruble account agreement (similar to a bank
account). As of 2024, there is no accounting or tax
standards in the Russian Federation for digital
financial assets, cryptocurrencies and mining
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activities. International Financial
Standards

standard solely dedicated to the accounting of

Reporting
(IFRS) do not contain a specific

crypto currencies or digital assets. However,
guidance can be found in existing standards such
as IFRS (IAS) 38 (Intangible Assets), IFRS (IAS) 2
(Inventories), IFRS (IAS) 21 (Effects of Changes in
Foreign Exchange Rates), and IFRS 9 (Financial
Instruments). In conducting a
analysis of legislation in this area, legislative

comparative

methods for reflecting both accounting and
financial aspects of digital assets in different
countries were studied. For instance, Japan
distinguishes itself, as the Accounting Standards
Board of Japan (ASB]) was one of the first to
create a practical official accounting guidance for
virtual currencies. The preliminary version was
published on December 6, 2017. After a 2-month
discussion, the ASB] presented the final version. A
month later, the guidance was presented at the
Accounting Standards Advisory Forum (ASAF),
and starting from April 1, 2018, Japanese crypto
dealers began applying it in practice (9). Unlike in
other countries, Japanese methodologies
currently recognize crypto currencies as a new
independent asset category for
purposes. This recognition of crypto currencies as

accounting

an independent asset category helps companies in
Japan more effectively account for and manage
digital assets in their operations, providing
greater clarity and transparency in financial
reporting. Such an approach also contributes to
establishing consistent accounting standards for
crypto currencies in the country, ultimately

enhancing trust in companies' financial data and

promoting the development of the digital
economy.
Case Study

To illustrate specific situations and examples of
blockchain and digital asset usage in the Russian
Federation, case studies were conducted on
practical examples. All these methods helped
achieve the research's goals and objectives,
ensuring an comprehensive

examination of modern aspects of blockchain,

objective and

digital assets, and currency usage and accounting
in Russia.

Results

The concept of digital assets in the Russian
Federation has a clear regulatory definition. In



Nagumanova et al,,

accordance with the Federal Law dated July 31,
2020 No. 259-FZ art. 1para. 2, digital financial
assets (DFAs) include digital rights, emission
securities, equity participation rights in joint-
stock companies, and other assets accessible
through information systems, including
blockchain (7). A distributed ledger, commonly
known as blockchain, is a database that is stored
and synchronized across multiple nodes or
computers in a network. Each block in the chain
contains a set of transactions, metadata, and data
from the previous block, forming a continuous
and immutable chain, minimizing information
tampering. Operators of information systems
issuing digital financial assets play a crucial role in
ensuring the stable and secure operation of digital
financial systems. They provide a platform for the
issuance, accounting, and exchange of digital
assets (tokens) based on blockchain technology,
available only to Russian legal entities included in
the Bank of Russia's OIS registry. As of January
2024, the registry includes 10 legal (10). Digital
financial assets (DFAs) are considered as digital
analogs of existing financial instruments such as
stocks, bonds, promissory notes, and others. They
represent digital rights or certificates that operate
based technology, ensuring
transaction  transparency, uniqueness and
security. Digital representation of value is a
virtual equivalent of cash. One of the examples of

on blockchain

such representations is digital currencies, which
include:

Virtual
controlled by

. Currencies:

unregulated currencies
developers

consisting of interested parties. An example

founders or

could be a network token.
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e Central Bank Digital Currencies: regulated
digital currencies issued by the central bank of
a country aiming for more effective control of
the shadow economy, cross-border operations
with other countries (11), reduced costs of
administering budget payments, financial
market development (creating new financial
products and services, payment infrastructure
development (12)), providing an alternative to
crypto currencies lacking a single issuer.
Crypto Currency: a digital currency based on
block chain technology without a centralized
control system (13). Crypto currency emerged
in 2009: the first 50 bitcoins were generated,
followed by the first transaction and the
transfer of crypto currency to national
currencies. Nine months later, New Liberty
Standart set the exchange rate of bitcoin to the
dollar (1$ = 1309BTC). Analysts argue that the
creation of a decentralized currency was
driven by distrust of fiat currencies and the
desire to maintain confidentiality.

Therefore, the primary difference between DFAs
and digital currencies is that the former represent
digital rights, while currencies mean electronic
data without legal backing, although they differ
from centralized money as all transactions are
public  blockchain,
transparency, global access,
limited issuance and high volatility. Currently,
there are three areas of applying digital
currencies, especially crypto currencies as can be
seen in Figure 1: Financial operations, Passing

stored on a ensuring

decentralization,

restrictions and Daily operations. Each of the
main areas has purpose of use and methods of use
listed.

u N p
rg Purpose of use: § Purpose of use: ) ré Purpose of use: h
= Increasing cash; preserving = Avoiding  blocking  of b= Reluctance to disclose the
5 assels from inflation; =) accounis when transferring 5 identity of the sender of the
S diversification  of  the g a large amount of funds; g donation; reduction of time
= investment portfolio; o0 implementation of |12 for those who receive
2 entertainment = cross-border money 3 income in cryptocurrency
_E Methods of use: E transfers an'd want to spend it'
= 1) Long-term invest ti without an intermediate
. ong {?m]._m estment in operation of exchanging it
cryptocurrencies for fiat money
2) Investing in tokens and Methods of use:
NFTs  use: ) )
3} Tradi Methods of use: 1) Purchasing goods and
) Trading - 1) Money transferring " services
4) Cryptocurrency > operations “ > 2) Donations
analogues of bank deposits
3) Paymenis
- \ J L J

Figure 1: Main Areas of Applying Crypto Currency in the World

According to Russian Federal Law dated by July
31,2020 No. 259-FZ, Art. 4Para. 5 crypto currency
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is legalized: ownership, buying, selling, earning
from operations with crypto currency are
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permitted, but accepting it as a means of payment
is prohibited (7). In countries like Japan, Canada
and others this restriction does not even exist
(14). Entities with Public Accountability (EPA) are
defined under the International Auditing and
Assurance Standards Board's (IAASB) standards
rather than the International Financial Reporting
Standards (IFRS). These entities typically include
publicly traded companies, financial institutions,
companies, organizations holding
assets in a fiduciary capacity, those involved in
securities trading, and state-owned enterprises
accountable for public funds.(15). According to
Russian Federal Law No. 307-FZ, Article 5.1,
public interest entities encompass public joint-
stock companies, organizations with securities
admitted to organized trading, credit institutions,
insurance organizations,
companies, professional
participants, state corporations, companies with
at least 25% state ownership, and other specified
organizations (16). The Audit Directive
(2006/43/EC) includes organizations considered
as public-interest entities (PIEs) in Europe (17).
These are entities governed by the laws of a
Member State, with transferable securities
admitted to trading on a regulated market within
the meaning of Directive 2004/39/EC (18). It also
encompasses credit institutions as defined in
Directive 2013/36/EU (19), excluding those
explicitly exempted in Article 2 of that Directive.
Additionally, it covers insurance undertakings as
per Directive 91/674/EEC and other entities
designated by Member States as public-interest
entities due to their business nature, size, or
workforce  significance  (20). All  these
organizations are wunited by the main

insurance

mutual insurance

securities  market
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characteristic - direct or indirect involvement in
commercial activities with an unrestricted circle
of persons. Mining is the process of extracting
digital currency using specialized equipment,
which verifying and confirming
transactions through solving complex
mathematical problems. In Russian Federation,
there was an attempt of releasing law on mining,
which was planned for 2023, but has not been
introduced. Although the number of such
activities is increasing in Russia. The lack of legal
regulation allows companies to bypass audit
procedures and accounting, leading to a lack of
transparency in information about these
operations. This study explores the possibility of
categorizing organizations involved in mining
activities as Entities with Public Accountability
(EPA) according to Russian Federal Law dated
December 30, 2008 No. 307-FZ, art 5 (16). This
means that the risks inherent in the activities of
public interest entities have consequences for
their not only owners, debtors, and creditors, but
indirectly for a significant part of society,
including the state (21). Moreover, organizations
engaged in mining activities pose a significant risk
to the state due to illegal fund leakage, the
absence of a legislative framework in this area, as
well as negative impact on the environment of the
entire society due to the large carbon footprint
from mining activities. In accordance with
Russian Federal Law dated July 31, 2020 No. 259-
FZ Art. 1 clause 2, we propose the following

involves

classification of DFAs: subdivided into 3 main
types of DFA, highlighting their distinctive
features, disadvantages, positive aspects and
examples (Table 1, 22).

Table 1: Classification of DFA According to Federal Law dated July 31, 2020 No. 259 (7)

Basis for DFAs with Monetary DFAs Associated with Hybrid Type of DFAs

Comparison Claim Issuance of Securities

Definition This type gives the right Digital forms of traditional This type combines the

to demand funds from the securities (bonds, shares, features of different

issuer of the DFA on the depositary receipts and financial instruments,

terms specified in the others). This type of DFAs offering a combination of

decision to issue the DFA  transfers rights or obligations their advantages with

using blockchain technologies.  improved liquidity and

financial flexibility

Distinctive Decentralization: =~ DFAs Decentralization: DFAs Variety: Hybrid DFAs can

Features with monetary claim due associated with issuance of include a variety of

to basing on securities are based on the financial instruments,
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Positive
Aspects

Negative
Aspects

Examples

decentralized systems
ensure accessibility and
transparency for
consumers.
Independence: establish
direct financial
relationships between
participants in
transactions, bypassing
intermediaries

Accelerate Transactions:
provide fast and efficient
financial transactions
with low fees.

Global access: used for
international  transfers
with minimal costs and
delays

Volatility: exposed to
volatility, which creates
risks for using and
implementing
Cybersecurity: high
interest in digital money
also attracts cyber threats
1. DFA for gold or other
metals

2. Raising funds by the
company for a certain
period at an interest rate

principles of decentralization,
which improves the availability
of  securities for  their
preservation.

Reducing Intermediaries: using
blockchain system reduce the
number of intermediaries and
simplify the trading
accounting processes.

and

Improved  Liquidity:  offer
faster and safer asset liquidity.

Reducing Costs: issuing and
servicing on the blockchain can
reduce the costs of storing and

recording them

Legal and Regulatory Risks:
transfer and execution requires

strict compliance with
legislation.
Cybersecurity: exposed to

cyber-attacks and theft

1. Bond tokens (issued in the
form of tokens)

2. Tokenized shares in the
form of digital tokens that
facilitate their transfer and
accounting

Vol 6 | Issue 1

providing greater flexibility

in  choosing financial
strategies.

Cross-platform: exist on
various additional

platforms, which completes
their transmission and
circulation.

Diversification: provide
to a variety of
financial options combined

into one DFA.

access

Flexibility: flexibility in
managing and using
different financial
strategies

Complexity: creating and
using hybrid DFAs is more
challenging and require
more expertise

1. Tokenized investment

portfolios, combined in the
form of digital assets on the
blockchain.
2. Packaged
products that combine the
characteristics of various

investment

financial instruments

Table 2: Classification of Risks Associated with Digital Asset Operations

Types of Risks

Definition

Legal

Geopolitical

Technological

- Amendments to legislation regulating the use of digital assets which may have a

negative impact on market participants;

- Lack of a unified international legislative base leading to different interpretations of the
legality of such operations with digital assets;
- lack of unified standards (they are developed in different languages and not

interconnected),

complicating asset transfers;

- Sanction risks for non-residents;
- Loss of foreign capital due to restrictions for foreign investors;
- Loss of access to the wallet:
The development of digital assets is in the early stages, that is why investors face a high
risk of asset loss; In case of a key loss, the operator of information systems must restore

wallet access, thus, the security of digital asset owners is dependent on information

system operators.

- Potential shortcomings: System failures, equipment malfunctions, lack of access to

584
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Cyber

Financial

Specific Risk of
Data
Immobility

AML/CFT

Vol 6 | Issue 1

digital assets;

- Cyber-attacks (notably "51% attacks"). If fraudsters capture 51% of the blockchain,
control is in their hands. In such a case, asset manipulations will appear as ordinary
transactions;

- Theft of Operational system personal data. Due to blockchain having access to user
wallets, data leaks within the information system operator can easily occur, risking
clients' money;

- Volatility: Cryptocurrencies exhibit substantial price fluctuations, posing risks for
investors and businesses. Sudden swings can impact investment portfolios.

- Liquidity Risk: Difficulty in swiftly trading digital assets without affecting prices.
Limited liquidity can lead to unfavorable transaction outcomes.

- Counterparty Risk: Deals with the chance of the other party not meeting obligations,
especially in unregulated platforms, potentially resulting in asset loss.

- Market Risk: Exposure to losses due to adverse market movements caused by
regulatory changes, economic shifts, or technological advancements impacting asset
valuations.

- Regulatory Risk: Uncertainties from regulatory changes impacting the legality and
operations of digital assets, introducing compliance challenges and affecting financial
results.

Once information is stored in a blockchain, it's challenging to modify or erase. Incorrect
data entries, like property ownership records, can be difficult to rectify without the
approval of most network participants. This feature can lead to persistent errors and
complications in data maintenance and integrity.

Inadequate regulations to combat illicit money flows and terrorism financing through
tokenized securities increase the risk of unknowingly transferring illegal funds within
the blockchain ecosystem. This absence of specific safeguards can inadvertently

facilitate criminal activities within digital asset transactions.

Due to the specific risks that arise during the
circulation of digital assets, which need to be
assessed (23), a table has been developed to help
identify them more effectively (Table 2). We
recommend the following methods for identifying
risks associated with digital transactions:

Matrix Risk Assessment Model: The
Matrix Risk Assessment Model involves creating a
matrix to systematically evaluate risks associated
with digital transactions. This method typically
categorizes risks and their potential impacts,
providing a risk
assessment. Each risk

structured framework for
is assessed based on
various criteria, such as likelihood and impact, to
prioritize and address risks effectively. By using a
matrix format, this model allows for a clear
representation of risks and their relationships
within the digital transaction environment.

Analytical Hierarchy Method (Saaty
Method): The Analytical Hierarchy Method,
often referred to as the Saaty Method, is a

decision-making technique used to prioritize risks
by pairwise comparisons. It involves breaking

585

down complex problems into simpler pairwise
comparisons to derive relative weights for
different criteria or risks. By comparing risks
against each other on a scale, this method helps in
structuring priorities and making informed
decisions regarding risk management strategies
in digital transactions. The Saaty Method provides
a systematic approach to processing subjective
judgments and preferences to arrive at a priority

order for addressing risks.

Monte Carlo Method Simulation: The
Monte Carlo Method Simulation is a mathematical
technique used to model uncertainties and risks
in digital transactions through repeated random
sampling of inputs. By conducting simulations
based their
distributions, this method generates numerous
possible outcomes to analyze the potential
impacts of digital transaction risks. The Monte
Carlo method is valuable for assessing complex
systems where risks are influenced by multiple

on random variables and

variables and  uncertainties, offering a
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comprehensive view of potential risks and their

implications in digital transactions.

We conducted a case study for the sake of

practical application of the risk assessment

method related to digital asset operations, on the

following simulated scenario:

“There was a decision to open a coffee shop in the

base format (a coffee bar with a small number of

seats), with costs totaling 2,000,000 rubles. Due to

selling tokens, this amount was successfully

raised. The next question arises: the probability of

losing funds exceeding 1,700,000 rubles when

faced with risks such as:

e Cyber Risk (losses of 700,000 rubles)

e Technological Risk (losses of 250,000 rubles)

¢ Financial Risk (losses of 300,000 rubles)

e Legal Risk (losses of 200,000 rubles)

e Specific risk of data immobility (losses of
130,000 rubles)

e Geopolitical Risk (losses of 110,000 rubles)

e Eachrisk can vary by 10%.”

Evaluation Procedure: After calculating the

loss ranges for each risk, they are input into Excel,

and random values are generated within these

ranges. All results are then summed using the

SUM formula. The sum, as well as the values for

Vol 6 | Issue 1

each risk upon recalculation, changes. The result
demonstrates the maximum expenses from the
occurrence of risks, helping to determine whether
they exceed 1,700,000 rubles or not. However, a
single row does not provide a definitive answer,
as each outcome varies. It is necessary to
implement constraints using an IF formula to
output values of 1 or 0. A value of 1 indicates that
the monetary losses are <1,700,000 rubles, while
a value of 0 signifies otherwise. By summing the
events where the losses were <1,700,000 rubles, a
result of 58% was obtained. This implies that
there is a 58% chance that token losses will
amount to <1,700,000 rubles. Additionally, a
graph can be constructed, showing that the most
likely monetary losses will fall within the range of
1,689 - 1,715.8 thousand rubles (Figure 2). Figure
2 shows a horizontal bar chart illustrating the
probability of financial loss across various values
on the vertical axis. The values range from 1555
to 1823 in increments, likely indicating financial
metrics or periods. Each horizontal bar represents
a different range of probabilities, with the longest
bars suggesting the highest likelihood of financial
loss at specific points, while shorter bars indicate
lower probabilities at other intervals.

1555 l
1581,8 =

1635,4 . ]
§1662,2 1 !
3 1689 | !
£1715,8 = =)
1742,6 C )
1769,4 .

1823 =

|
probability

Figure 2: Graph of Probability of Financial Loss

It can be concluded that DFAs and the risks
associated with them are difficult to assess and
manage. The difficulty is in the fact that most of
them are external risks, but also in the lack of
statistics and experience of past years. At the
same time, knowledge and understanding of these
risks allows to act more rationally, taking into

account all the factors that negatively affect the
company and develop measures to prevent them.
In addition, research resulted in making a
hypothesis of categorizing organizations involved
in mining, digital financial assets (DFAs) and
cryptocurrencies according to Art. 5.1 of the
Federal Law “On Auditing” as Entities with Public

586



Nagumanova et al.,

Accountability, driven by significant public
interest in the activities of these organizations
(16). Specialized risk assessment and audit
approaches are crucial for conducting audits of
organizations involved in cryptocurrency-related
activities. Key aspects to consider include gaining
a thorough understanding of the organization's
business model, such as cryptocurrency
transactions, participation in ICOs (Initial Coin
Offerings) or STOs (Security Token Offerings),
crypto loans, or mining activities. It is also
essential to evaluate internal control and security
procedures, including key storage, transaction

Table 3: Detection of Acceptable Level of Audit Risk

Vol 6 | Issue 1

verification processes, asset protection
mechanisms, and compliance with cryptocurrency
regulatory standards. Additionally, financial
reporting and cryptocurrency accounting must be
to the entity's financial
statements accurately reflect these assets and
transactions in accordance with relevant
reporting standards, such as IFRS or GAAP.
Identifying and addressing audit risks requires
specialized approaches, including
methods to establish acceptable levels of risk

(refer to Table 3).

reviewed ensure

innovative

Standard Function

Suggested Calculation Formula

AR = Ri+Rc+Rd,

AR = Acceptable Audit Risk,
Ri = Inherent Risk;

Rc = Control Risk;

Rd = Detection Risk.

AR =Ri x (Rc+Rd),

AR = Acceptable Audit Risk,
Ri = Inherent Risk;

Rc = Control Risk;

Rd = Detection Risk.

According to International Standard on auditing
200 13 (c) Audit risk (AR) is a function of the risks
of material misstatement and detection risk (24).
Ordinary  audit processes may require
modification of existing tools for specific aspects
of this activity. Suggested calculation formula
separately takes into account inherent risk, due to
the reason that inherent risk may be more
significant in the context of mining activities, DFA
realization with specific characteristics, such as
cryptocurrency price dependency, technological
risks. At same time, control risk is initially low due
to the nature of the DFAs and a transparent
blockchain
detection

system, which allows
risk. However,
detection risk still play an important role since
these two aspects may be interconnected and lead

to consequences upon error detection. This

reducing

control risk and

formula enables auditors to have a more
comprehensive view of audit risk specific to such
activities.

Compliance Verification:

organization complies with all regulatory acts in

Ensuring the

the cryptocurrency field, including Anti-Money
Laundering (AML) and Combating the Financing
of Terrorism (CFT). The next legislative gap with
DFAs is that existing accounting standards in the
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Russian Federation as for 2024 do not meet the
requirements for conducting activities in the field
of DFAs, mining, digital currencies and related
activities due to the following reasons: unique
characteristics of cryptocurrency activities give a
reason to inaccurately reflection in existing
accounting regulatory
framework regulating the conduct and accounting
of cryptocurrency operations; the technological
nature of cryptocurrency requiring adaptation of
existing accounting standards and
implementation  of approaches;
volatility and other risks require the development

standards; insufficient

specialized

of special accounting approaches. Therefore, for
the utmost informativeness of public financial
accounting, it is suggested to add a separate
mandatory item on electricity costs in the Income
Statement (as these costs constitute the main cost
of operations), as well as information on expenses
related to payments according to electricity
tariffs; to separately disclose this information in
the explanatory notes to the financial statements.
Due to the lack of guidance on how to reflect DFAs
in Russian Federation Accounting Systems, we
implement methods of reflecting DFAs and digital
currency in accounting taking into account foreign
experience and international standards (Table 4).
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Table 4: Possible Ways of Reflecting DFAs in Russian Accounting System

Vol 6 | Issue 1

Inventories Intangible Assets Financial Cash and Cash
Investments Equivalents

Selling Crypto  The revaluation model in IAS CFA for the purpose According to Federal Law
Financial Assets 38 applied to digital assets of generating income No. 259-FZ of July 31,
(CFA) as part of classified as Intangible Assets or long-term 2020, Article 14, para. 7,
normal business (IA) if there is an active investment can be the use of  digital
activities, market (26). However, considered as currencies as payment for
cryptocurrencies determining its existence can financial investments: goods and services
are considered as be  challenging.  Another they are reflected in provided is prohibited in
inventories and complexity is that digital the accounting at fair the Russian Federation (7).
should be assets classified as IA typically value or at the initial Therefore, despite
accounted in have an indefinite period of cost with subsequent cryptocurrency being a
accordance with use and are valued at costless evaluation of the fairly liquid asset, it cannot
IAS 2 and Federal impairment losses. This raises impact on financial be classified as legal tender
accounting numerous practical questions, results. Thus, in in Russia.

standard in the suchas: accordance with  Accounting for
Russian - Determining the value upon Accounting transactions for goods
Federation = (25, receipt of the asset in Regulation 19/02 in (works, services) using
26). exchange for goods or Russian Federation cryptocurrency is better
For instance: services; and meeting all carried out as follows:
cryptocurrency - Impairment testing (and conditions of para. 2, 1. Debit “Inventory” Credit

produced during a
specific cycle may
be recognized as

finished goods.
However, if
organization

engages in their
resale, they
treated as goods
acquired from
other parties for
sale in the

ordinary course of
business. In this
case, the amount
of expenses
incurred in
connection  with
the acquisition or
the
digital asset must

creation of

be determined.

recovery of impairment losses
in accordance with IFRS
standards), including fair
value assessment.
Recoverable amounts are
subject to the volatility of the
value of digital assets.
When digital assets
classified as

are
inventories in
with [FRS
standards, but the company is
not a broker-dealer, they are
valued at the lower of cost

accordance

and net realizable value.
Another significant condition
for classification as A is
compliance with the
requirement of para. 4 of
Federal accounting standard
in the Russian Federation
14/2022 - usage for a period
of more than 12 months (27).

recognition of DFAs

as a financial
investment is
possible if:

- Intended for long-
term investment, for

example, with the
intention of
generating income

from changes in their
value
extended period;

- Used to generate

over an

income from
exchange rate
differences;

- Digital assets
acquired by the
company for

speculative purposes,
such as trading on
cryptocurrency
exchanges (28).

“Accounts payable” - goods

(works, services)
received/performed;
2. Debit “Accounts

payable to other creditors”
Credit
income” - cryptocurrency
has been written off from

“Miscellaneous

the balance sheet;
3. Debit
outcome” Credit “Financial

“Miscellaneous

investments” -
cryptocurrency has been
written off as a financial
investment;
4. Debit

payable” Credit “Accounts
payable to other creditors”
- mutual offset has been

“Accounts

successfully completed.

Besides the above-mentioned risks and legislative
gaps, it was observed when registering a company
engaged in the realization and creation of digital

assets, there is no initial answer to an important

question: which code from Russian Classification

of Economic Activities to

indicate for the

company's activities (The concept of All-Russian
Classifier of Types of Economic Activities means

classifying unique code for every legalized

economic activity. Many countries have their own
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similar classification systems, which are used to
classify economic activities and code enterprises
by industry. For example, in the United States
there is the NAICS (North American Industry
Classification System), in the European Union -
NACE (Nomenclature des Activités Economiques
dans la Communauté Européenne) or in the UK -
SIC (Standard Industrial Classification). Each of

Vol 6 | Issue 1

these systems provides codes that help identify
types of economic activity and facilitate the
analysis of statistical data). After studying the
operations of the largest companies in the Russian
Federation within this industry, we created a
table outlining various methods for utilizing codes
during the company registration process (Table 5,
29).

Table 5: Possible Options for Indicating when Registering an Organization Conducting Activities in the
Field of Digital Financial Assets in Russian Federation

Organizations Engaged in Mining
Digital Currencies (Crypto
currencies) in Russia

Organizations Engaged in Leasing
Out Mining Equipment in Russia,
Manufacturing Specialized
Equipment and Programs, Data

Organizations Engaged
in Reselling Digital
Assets

1. 09.3 “Other mining and quarrying”
Explanation: Mining is associated with
the generation of new tokens/coins,
hence the activity may be classified
under mining and quarrying of
minerals.

2. 72.40 “Data processing, hosting,
and related activities; web portals”
Explanation: Mining digital currencies
can be carried out in a professional
data processing center, making this
activity essentially a form of cloud
computing. Therefore, it should be
regulated similarly to data processing

Registries

1.62.03.13  Computer facilities 62.09 “Other information
management activities technology and
2.61.10.3 Telecommunications computer service
service activities, including internet activities”.

access services

3.62.01 Computer programming However, this code
activities encompasses various
4. 62.02 Information technology activities involving
consultancy and other related technology. Therefore,
activities each company's situation

5.63.11 Data processing activities,
web hosting, and related activities

6.63.11.1 Creation and use of
databases and information resources

needs to be individually
examined to determine
the appropriate
classification.

centers.

3. 62.09 “Other information

technology and computer service

activities”

Discussion Additionally, our findings provide insights on

Our study lays emphasis on the necessity for
updated legislative and accounting standards that
accommodate the uniqueness of digital financial
(DFAs), cryptocurrencies, and mining
activities. Current regulations on digital assets lag
behind technological advancements, creating
significant gaps that expose businesses to risks

assets

such as tax evasion, cyberattacks, financial
insecurity, and a lack of operational transparency.
This agrees with the opinions of recent studies
(30). Our study offers a practical framework for
risk assessment, applying tools such as the Matrix
Risk Assessment Model (31), Analytical Hierarchy
Method (32), and Monte Carlo Method Simulation
(33), which businesses and auditors can use to

identify and manage risks effectively.
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classifying DFAs into categories like monetary
claims, securities issuance, and hybrid forms,
providing businesses with tools to better
understand and manage their assets, thereby
enhancing operational efficiency and financial
reporting. Theoretically, our study agrees with the
quantitative analysis of other scientists and
contributes to the broader discourse on the
integration of digital assets into mainstream
financial systems (34, 35). It establishes that DFAs
and cryptocurrencies represent a transformative
class, warranting a
traditional accounting practices. Furthermore, the

asset re-evaluation of

study  accentuates the need for an
interdisciplinary = approach, comprising of
financial, technological, and regulatory
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perspectives to address the rapidly evolving field
of digital assets and cryptocurrency. It also

highlights that the volatility and rapid
technological evolution of digital assets demand
innovative accounting strategies. Our study

emphasizes the dual necessity of practical and
theoretical actions to address the limitations
posed by digital financial assets. By bridging the
gaps between legislation, accounting standards,
and technological innovation, the study hopes to
provide a roadmap for policymakers, businesses,
and academics to navigate the complexities of
digital assets, especially in countries where
legislative and regulatory frameworks remain
underdeveloped. We compared research results
with relevant domestic and foreign studies
published over the past five years on key aspects
of accounting for digital financial assets, including
recognition, classification and audit risks to
companies working with digital assets. Before the
entry into force of the Federal Law on the DFAs
assigned digital assets to financial investments
according to para. 2 Order of the Ministry of
Finance of the Russian Federation from
10.12.2002 No. 126n “On approval of the
Accounting Regulations "Accounting of financial
investments" 19/02” and indicated the most
appropriate account for the cryptocurrency 58
“Financial Attachments” (36). Currently, in the
2024 cryptocurrency is already the main activity
for some companies in Russian Federation,
whereas in 2019 this activity had no legal
justification and particular popularity. In this way,
in 2024 cryptocurrency cannot be unequivocally
attributed only to financial investments due to its
unique nature and diverse using in various
business spheres. In addition to the category of
financial investments, the cryptocurrency can also
be other categories
depending on its functional purpose and specific
use (above is a table of possible ways of
reflection). In the 2020 study it was proposed to
include DFAs in addition to financial investments

classified into various

also to inventories that can be equated to the
category of goods when they are purchased and
received for sale (37). It was confirmed that the
relevance of our research in terms of
incorrectness of reflection of cryptocurrency to
current assets, especially and
equivalents” (38). International Audit
Consulting Corporation KPMG (39)

“cash cash
and

similarly

590
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express the opinion that the accounting treatment
of digital assets and currency is ambiguous: the
reflection in accounting largely depends on the
business model of the company and the
characteristics of assets. In addition to the
important research conducted by the above-
mentioned authors, it is also essential to consider
other significant scientific studies in the field of
digital financial assets and digital currencies.
These research findings eventually highlight the
need for the development of additional normative
acts, specifically in relation to accounting and tax
standards for digital financial assets and digital
currencies (40).

Conclusion

The research conducted with the aim of detailed
examination of blockchain and digital financial
assets, their classification and methodology, risk
analysis and development of recommendations,
represents a significant contribution to the field of
digital assets and their accounting. The research
highlights several critical findings. It delves into
the concepts and methodologies related to
blockchain and digital financial assets, offering a
comprehensive understanding of their structure

and operational principles. A  systematic
classification and methodology for analyzing
digital assets are provided, facilitating

standardized approaches to their assessment and
accounting. Significant risks associated with the
valuation and accounting of digital assets are
identified accompanied by
recommendations effective management,
contributing to enhanced financial stability. The
study underscores its relevance not only for
Russian entrepreneurs using digital assets and

and analyzed,

for

blockchain but also for foreign entrepreneurs,
offering practical solutions and recommendations.
It identifies regulatory gaps in areas such as
mining and proposes measures to address these
issues, emphasizing security and compliance.
the the
importance of a specialized and proactive focus
on risk management, given the complexity and
novelty of digital assets, to ensure financial
transparency and organizational stability. The
research emphasizes that the increasing use of

Furthermore, research  stresses

digital assets requires particular attention to their
accounting, risks and legislative aspects, the need
for effective risk management and measures to
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ensure legal and financial accountability in the
realm of digital financial assets. It is worth noting
that blockchain and digital assets introduce
unique risks to companies' financial reporting
following their recent integration into the
business This price
volatility, market risks, information security and
changes in legal regulation. The assessment and
accounting of digital assets require specific focus
on managing these risks and establishing control
mechanisms for their mitigation.

environment. includes
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