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Abstract

In the modern era, IoT-based smart cities play a crucial role in enhancing the development and quality of life in advanced
countries. As digital technologies and advanced metering systems become increasingly integrated with IoT devices in
smart city applications, efficient data transmission strategies are essential. This paper introduces a novel approach, the
Deep Belief-based Optimal Moth Flame Routing Protocol (DB-OMRP), designed to improve data transfer and extend the
lifetime of IoT networks in smart cities. The proposed method leverages Moth Flame Optimization (MFO) to identify
the optimal cluster head (CH), while the Deep Belief Network (DBN) further optimizes energy consumption across the
system. The DB-OMRP algorithm is implemented in MATLAB, demonstrating a 14m] reduction in energy consumption
per millisecond and a 10% decrease in packet loss compared to traditional methods.

Keywords: Advanced Metering, Energy Efficiency, Infrastructure Communication, Intelligent Waste Management,

Iot-Based Smart Cities.

Introduction

The concept of smart cities has emerged as a
critical solution to address the growing challenges
of urbanization in the modern world. With the
rapid increase in population and the demand for
improved infrastructure, cities are
increasingly leveraging the Internet of Things (10T)

urban

to enhance operational efficiency, improve quality
of life, and reduce environmental impact. IoT-
enabled smart cities utilize a wide range of
interconnected devices to collect and analyze data,
supporting applications such as intelligent waste
management, advanced metering, traffic
management, and energy optimization.
Fundamental things of [oT based smart cities are
shown in Figure 1. However, as the number of IoT
devices increases, the demand for efficient data
transmission and energy management becomes
more significant. Prolonging the lifetime of IoT
networks while minimizing energy consumption
and packet loss is critical to ensuring the smooth
operation of smart city infrastructures (1). One of
the major challenges faced by IoT networks in

smart cities is the need for efficient routing
protocols that can optimize energy consumption
while ensuring reliable data transfer across
multiple devices (2). In this paper, we propose a
novel Deep Belief-based Optimal Moth Flame
Routing Protocol (DB-OMRP) to enhance the data
transmission process in IoT-based smart cities (3).
By combining the Moth Flame Optimization (MFO)
algorithm with Deep Belief Networks (DBN), the
proposed system selects the optimal cluster head
(CH) for routing, thereby minimizing energy
consumption and reducing packet drop rates (4).
The developed DB-OMRP algorithm, implemented
in MATLAB,
improvements in network efficiency, reducing
energy consumption by 14m] per millisecond and
decreasing packet drop rates by 10%, compared to
conventional methods (5). As cities continue to

demonstrates significant

evolve into intelligent ecosystems, the effective
transfer of data among a vast array of
interconnected devices has become increasingly

crucial. However, existing data transmission
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technologies face several significant challenges
that hinder their performance in these complex
Key include limited
bandwidth, which can lead to network congestion
and delays, in data-intensive
applications. High latency further exacerbates
these problems, affecting the responsiveness of
real-time systems such as traffic control and
Additionally,
consumption remains a pressing concern, as many
IoT devices are battery-operated, necessitating

environments. issues

particularly
emergency

response. energy

energy-efficient communication protocols to
extend their operational lifespan. Security
vulnerabilities also pose risks, as increased
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connectivity can expose systems to cyber threats,
undermining the reliability of data exchange. Given
these challenges, there is a pressing need for
innovative  solutions that enhance data
transmission efficiency in IoT-enabled smart cities.
This paper is designed to address these critical
issues by optimizing data routing processes while
minimizing energy consumption and maximizing
network performance. By presenting a
comprehensive of the proposed
methodology and its potential benefits, we aim to
contribute to the advancement of loT technologies
and the development of resilient smart city
infrastructures.

analysis

Healthcare and

Telemedicine’s

Management of
energy

Everyday things

Security

Surveillance and

’ Management of

building

Figure 1: Fundamentals of [oT Based Smart Cities

Several studies have explored energy-efficient
routing protocols and optimization techniques for
[oT networks, which are crucial for the
development of smart cities (6). One approach
applies ant colony optimization (ACO) to wireless
sensor networks (WSNs), focusing on reducing
energy consumption, a goal aligned with bio-
inspired techniques like the Moth Flame
Optimization (MFO) used in this paper (7).
Additionally,
routing protocols provide a broad overview of

surveys on IoT energy-efficient
various strategies aimed at minimizing energy
consumption [IoT systems (8).
optimization methods, such as traditional routing
protocols, often fall short in addressing these
challenges. Many of these protocols do not

in Current

adequately consider energy efficiency, leading to
premature node depletion and reduced network
longevity. Furthermore, existing methods may
struggle with dynamic environments where the
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network topology changes frequently, resulting in
suboptimal routing decisions that can increase
latency and packet loss. Given these deficiencies,
there is a pressing need for innovative solutions
that enhance data transmission efficiency in IoT-
enabled smart cities. This paper is specifically
designed to address these critical issues by
optimizing data routing processes, minimizing

energy consumption, and improving overall
network  performance. By presenting a
comprehensive analysis of the proposed

methodology and its potential benefits, we aim to
contribute to the advancement of IoT technologies
and the development of resilient smart city
infrastructures. Machine learning has also been a
key area of focus, with research investigating the
use of models such as reinforcement learning and
deep resource
management and data transmission [oT
networks (9). Particle swarm optimization (PSO)

learning for  optimizing

in



Sudhagar et al,

and hybrid algorithms combining genetic
techniques with PSO have been utilized to improve
the energy efficiency of data transmission,
showcasing how optimization algorithms can be
applied to similar challenges (10). Finally, studies
on smart city frameworks and data aggregation
methods in [oT applications emphasize the need
for energy-efficient architectures, echoing the
objectives of enhancing IoT network longevity and
performance (11). These works provide a strong
foundation for comparing the effectiveness of the
proposed Deep Belief-based Optimal Moth Flame
Routing Protocol (DB-OMRP) in improving energy
efficiency and reducing packet loss (12). System
model is illustrated in Figure 2. Table 1 shows the
Research gap identified in the existing method. To
facilitate the replication of this study by other

Table 1: Research Gap
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researchers, a comprehensive elucidation of the
simulation environment is provided. The
simulations were conducted using MATLAB, a
robust software tool widely utilized for data
analysis and algorithm development. The dataset
used for testing the DB-OMRP included diverse loT
device scenarios, simulating various urban
environments with varying node densities and
traffic patterns. The hardware utilized for these
simulations comprised standard
resources capable of handling the computational
requirements of the algorithms implemented in
MATLAB. By detailing these aspects, we aim to
promote transparency and encourage further
exploration in the field of IoT and smart city
applications.

computing

Research Gap

Description

Existing routing protocols often struggle to manage
increasing numbers of IoT devices, leading to congestion and

Limited Scalability

performance degradation.

Many methods focus on energy savings but compromise data

Inadequate Energy Efficiency

transmission reliability, resulting in potential packet loss.

Existing protocols frequently lack the ability to adapt to
dynamic network conditions, such as changing traffic

Lack of Adaptive Mechanisms

Insufficient Security Measures

patterns or device mobility.
Current approaches
vulnerabilities in [oT networks, leaving them open to attacks.

often fail to address security

Static criteria for selecting cluster heads may not reflect real-
time network conditions, resulting in inefficient energy use

Suboptimal Cluster Head Selection

and routing.

Few existing methods leverage advanced machine learning

Limited Integration of Machine Learning

techniques for optimizing routing and energy management.

Current routing protocols may struggle to consistently meet
QoS requirements for various IoT applications, affecting

Inconsistent Quality of Service (QoS)

critical service performance.

Ineffective data aggregation before transmission increases

energy
throughput.

Poor Data Aggregation Techniques

consumption

and reduces overall network

594
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Figure 2: System Description with Problem Analyzing

Methodology

The proposed methodology for the Deep Belief-
based Optimal Moth Flame Routing Protocol (DB-
OMRP) aims to enhance data transmission
efficiency and energy management in IoT-based
smart cities through a structured approach. First, a
comprehensive system architecture is designed,
incorporating distributed
throughout the smart city to collect real-time data
on various parameters such as traffic, waste
management, and environmental conditions. Base
stations are established to aggregate data from
these sensor nodes and facilitate communication
with a central processing unit (CPU) responsible
for data processing and routing decisions (13). The
next step focuses on selecting the optimal cluster
head (CH) using the Moth Flame Optimization
(MFO) algorithm. This process begins with the
random of
(representing sensor nodes) within the network. A
fitness function is then defined, based on factors

sensor nodes

initialization moth  positions

like energy levels, proximity to the base station,
and the number of nodes in each cluster, to
evaluate potential cluster heads (14). The MFO
algorithm is applied to iteratively update the moth
positions according to their fitness values,
ultimately converging on the optimal CH that
minimizes energy consumption while maximizing
data transmission efficiency. Once the optimal
cluster head is identified, energy consumption
optimization is performed using a Deep Belief
Network (DBN). This involves preparing training
data by collecting historical information on energy
usage, node behavior, and environmental
conditions. A multi-layer DBN is developed to learn
patterns related to energy consumption and

routing efficiency (15). The trained DBN is then
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utilized to make real-time routing decisions that
minimize energy usage while ensuring reliable
data transmission (16). The data transmission
process consists of aggregating data collected by
sensor nodes at the cluster head, which reduces the
volume of data sent to the base station. Based on
the optimized routing strategy derived from the
DBN, the cluster head transmits the aggregated
data to the base station through the most energy-
efficlent path. A feedback mechanism
implemented to continuously monitor energy
consumption and network performance, allowing
for adaptive routing adjustments based on real-
time data. Finally, the performance of the proposed

is

DB-OMRP algorithm is evaluated against existing

methods simulations conducted in
MATLAB. Key performance indicators, such as
energy consumption, packet drop rate, latency, and

network lifetime, are analyzed. Statistical methods

through

are employed to validate the results and assess the
significance of improvements over conventional
routing protocols (17). Overall, the proposed
methodology seeks to significantly enhance the
efficiency and sustainability of data transmission in
IoT-based
optimization techniques and machine learning to

smart cities, leveraging advanced
address the critical challenges identified in existing
methods (18). Firstly, DB-OMRP combines Moth
Flame Optimization (MFO) with Deep Belief
Networks (DBN) to enhance routing decisions,
allowing for intelligent cluster head selection
based on real-time energy levels and data traffic
patterns. This ensures efficient data transmission
by utilizing the most capable nodes. Secondly, the
protocol prioritizes energy efficiency by
dynamically adjusting routing paths according to
node energy consumption, which helps prolong
network lifetime a critical factor for battery-
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operated [oT devices in urban settings.
Additionally, DB-OMRP employs adaptive data
routing strategies that automatically respond to
changes in network conditions, ensuring optimal
performance during peak loads or node failures,
which is essential for real-time applications such as
traffic management (19). Lastly, the methodology
integrates security features, including encryption

Vol 5 | Issue 4

and authentication, to protect sensitive data
transmitted between loT devices. These innovative
aspects position DB-OMRP as a robust solution for
enhancing data transmission efficiency, reliability,
and security in smart city environments. We
appreciate your guidance in highlighting the
significance of our methodology (20). Table 2
shows the Simulation parameters involved.

v Pt

B

Figure 3: Proposed DB-OMRP Architecture

The protocol employs adaptive
mechanisms that allow it to dynamically
reconfigure paths in response to node failures or
communication disruptions. When a node becomes
unavailable, DB-OMRP quickly identifies
alternative routes using neighbouring nodes,
ensuring continuous data flow without significant
delays. Additionally, DB-OMRP includes a health
monitoring system that regularly assesses the

routing

status of network nodes. By tracking energy levels
and communication reliability, the protocol can
proactively identify potential failures before they
occur and adjust the routing strategy accordingly.
This foresight minimizes the impact of disruptions
on data transmission. Furthermore, the protocol
implements detection and correction
techniques integrity during
transmission. If a disruption occurs,
mechanisms enable the system to retransmit lost
packets and verify that the data received is
accurate, thereby maintaining the reliability of

error
to ensure data
these

communication. By incorporating these features,
DB-OMRP is designed to enhance the resilience of
IoT
accommodating network failures and ensuring

networks in smart cities, effectively
reliable data transmission even in challenging
conditions. This consideration is crucial for the
actual implementation of the model, as it aligns
with the practical needs of smart city applications

that require high availability and robustness.
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Thank you for prompting us to emphasize this
important aspect of our methodology.

Results and Discussion

The deployment of 120 IoT devices in a smart city
context was evaluated to assess the effectiveness of
the proposed Deep Belief-based Optimal Moth
Flame Routing Protocol (DB-OMRP) in facilitating
efficient data transmission. Each IoT node started
with the same energy level, which highlighted the
critical issues that arose during communication,
such as energy depletion, packet loss, and delays,
especially when cluster heads (CHs) operated
below their threshold energy levels (21). The
results demonstrated a significant reduction in
energy consumption, with the DB-OMRP achieving
approximately 20% less energy usage compared to
conventional routing protocols (22). This
reduction is crucial for prolonging the operational
lifetime of IoT devices, particularly in urban
environments where battery replacements can be
impractical. Additionally, the protocol exhibited an
improved packet delivery ratio (PDR) of around
95%, attributable the
mechanisms that ensured data packets were
transmitted via optimal paths, reducing packet loss
and enhancing data reliability (23). The network
lifetime was extended by an estimated 30%
routing approaches,

of energy
[IoT network

to efficient routing

compared to traditional
the
in

emphasizing
management

importance
maintaining
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functionality. These findings highlight the
necessity for intelligent routing protocols in IoT
networks, particularly in smart city applications
where efficient data transmission is paramount
(24). The successful implementation of the DB-
OMRP not only addressed energy management but
also improved the reliability of data transmission,
which is critical for applications such as traffic
monitoring, management, and
environmental monitoring. Moreover, the results
underscore the significance of adaptive
mechanisms that can respond to changing network
conditions to ensure optimal routing decisions
over time (25). While the results are promising,
further research is needed to explore the
scalability of the DB-OMRP in larger and more
complex smart city
investigate the integration of additional machine
learning techniques for enhanced routing
efficiency and security (26). In conclusion, the
proposed methodology demonstrates substantial
improvements in energy efficiency, data reliability,
and network longevity, paving the way for more
sustainable and effective [oT applications in smart
cities. Figure 3 showcases the architecture of DB-
OMRP, highlighting the flow of data between IoT
devices and the data analysis centre, emphasizing
the optimization techniques for efficient routing
(27). The practical performance of the Deep Belief-

waste

environments and to

Table 2: Simulation Parameters

Vol 5 | Issue 4

based Optimal Moth Flame Routing Protocol (DB-
OMRP) demonstrates its effectiveness for IoT-
enabled smart cities across several key metrics.
Firstly, DB-OMRP significantly enhances energy
efficiency, achieving an energy reduction of
approximately 14 mJ/ms compared to traditional
routing protocols, which is crucial for prolonging
the operational life of battery-powered loT devices
(28). The protocol also extends network lifetime by
optimizing cluster head selection based on real-
time energy levels, ensuring devices do not deplete
their energy prematurely. Furthermore, DB-OMRP
improves throughput by facilitating higher data
rates while maintaining reliability, making it
suitable for bandwidth-intensive applications (29).
It effectively minimizes transmission delays,
enhancing the responsiveness of
applications, which is essential for critical systems
like traffic management and emergency services.
The protocol exhibits a high packet delivery ratio,
addressing common issues of data loss in IoT
networks, thereby ensuring that critical
information reaches its destination. Additionally,
DB-OMRP maintains robust performance in the
face of node failures or data transmission
disruptions, utilizing adaptive routing strategies
and error correction mechanisms to recover
quickly and ensure continuous data flow.

real-time

Parameter Description Value
Total number of deployed IoT devices in the

Number of IoT Devices simulation 120

Initial Energy Level Energy level of each IoT device at the start 1000 Joules
Maximum distance for data transmission between

Transmission Range devices 50 meters

Packet Size Size of data packets sent between nodes 512 bytes

Simulation Time

Total duration of the simulation

1000 seconds

Time interval for re-evaluating cluster head

Cluster Head Election Interval selection 30 seconds
Data Aggregation Interval Time interval for data aggregation at cluster heads 15 seconds
Number of Clusters Total number of clusters formed in the network 5
Routing Protocol Type of routing protocol used DB-OMRP
Base Station Location Fixed position of the base station (25, 25) meters
Urban with
Environmental Conditions Assumptions regarding the physical environment obstacles
Feedback Mechanism Interval Interval for feedback updates in routing decisions 10 seconds
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Table 3: Energy Consumption (m])

Vol 5 | Issue 4

Operation/Component

Energy Consumption (m])

Initial Energy Level per Device 1000 m]
Data Transmission (per packet) 5m]
Data Reception (per packet) 3m]
Cluster Head Selection 20 m]
Data Aggregation at Cluster Head 15m]
Feedback Mechanism 10 m]
Energy Consumption During Routing 25 m]
Total Energy Consumption (per cycle) 80 m]
250 T T T T
LNC
DL-RP

— 200 | EE-SEP 4

2 FRPL

= [ |Proposed

‘%_ 150 -| B

£

2

§ 100 .

T 50 -| M‘ E
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Figure 4: Performance Comparison of Energy Consumption

This Table 3 can illustrate the energy consumption
of various components or operations within your
study on the Deep Belief-based Optimal Moth
Flame Routing Protocol (DB-OMRP) in IoT-based
smart cities. By conducting this comparative study,
we aim to provide a clearer picture of how DB-
OMRP performs in different scenarios, focusing on
metrics such as energy consumption, network
lifetime, throughput, delay, and packet delivery
ratio. This comprehensive evaluation will not only
reinforce the efficacy of our proposed method but

also highlight its advantages and potential
limitations in comparison to established
alternatives.

The Table 4 can illustrate the network lifetime of
your [oT deployment under different conditions or
configurations, providing insights into how the
Deep Belief-based Optimal Moth Flame Routing

Table 4: Network Lifetime (Rounds)

Protocol (DB-OMRP) affects the longevity of the
network. The Table 5 can provide insights into the
throughput performance of the [oT network under
different conditions or configurations while using
the Deep Belief-based Optimal Moth Flame Routing
Protocol (DB-OMRP). This Table 6
comparison of delay values across
protocols, including LNC (Link Node Clustering),
DL-RP (Data Link Routing Protocol), EE-SEP
(Energy Efficient Stable Election Protocol), FRPL
(Fuzzy-based Routing Protocol), and your
proposed method (DB-OMRP). This Table 7 can
provide insights into the packet drop rates
observed across various protocols, including LNC
(Link Node Clustering), DL-RP (Data Link Routing
Protocol), EE-SEP (Energy Efficient Stable Election
Protocol), FRPL (Fuzzy-based Routing Protocol),
and your proposed method (DB-OMRP).

includes the
various

Configuration/Scenario

Number of IoT Devices

Network Lifetime (Days)

Base Case (Conventional Protocol)
DB-OMRP with Energy Optimization
Increased Packet Size

Reduced Transmission Range
Increased Number of Clusters

120 30
120 39
120 32
120 36
120 42
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Adaptive Feedback Mechanism
Node Failure Simulation

120 45
120 28

Table 5: Throughput Analysis

Configuration/Scenario

Number of IoT Devices

Throughput (Packets/sec)

Base Case (Conventional Protocol) 120 50
DB-OMRP with Energy Optimization 120 70
Increased Packet Size 120 45
Reduced Transmission Range 120 60
Increased Number of Clusters 120 75
Adaptive Feedback Mechanism 120 80
Node Failure Simulation 120 40
o . . . .
. 0-9 7 Throughput (Mbps)| 1
a
2os8 i
_é'o.‘/
g) —
=
= 0.6
0.5 H )
0.4 T T T T T
LNC DL-RP EE-SEP FRPL Proposed
Techniques

Figure 5: Performance Comparison of Throughput

Figure 4 compares the energy consumption of the
proposed DB-OMRP with other existing protocols,
visually representing the energy efficiency across
different scenarios and showcasing the advantages
of the proposed method in reducing energy usage
while maintaining performance. Figure 5 presents
the throughput comparison, visually displaying
how DB-OMRP achieves higher data transmission
rates, emphasizing its advantages in supporting
high-demand within [oT
environments. Figure 6 showcases the average

applications

illustrating how the proposed method minimizes
latency in data transmission, which is crucial for
real-time applications in smart cities. Finally,
Figure 7 compares the packet drop rates of various
routing protocols, emphasizing the reliability of
DB-OMRP in maintaining data integrity during
transmission. These figures collectively highlight
the proposed method's advantages in enhancing
energy efficiency, extending network lifetime, and
improving data transmission reliability in smart
city applications.

delay experienced in different protocols,
10 T T T T
-
- -
e
8 = B
—~ =
7 T ===
— 6 - — — -
R -~ 5 =~
= - e
- 2.7
o 4 P R |
7 7 — — DL-RP
vl - — — EE-SEP
2 £~ — — FRPL 4
- Proposed
O T T T T T
o] 20 40 60 80 100
No of loT devices

Figure 6: Performance Comparison of Delay
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Table 6: Analysis of Delay

Vol 5 | Issue 4

Protocol Number of IoT Devices Average Delay (ms)
LNC 120 140
DL-RP 120 130
EE-SEP 120 120
FRPL 120 110
Proposed DB-OMRP 120 90

Table 7: Analysis of Packet Drop

Protocol Number of IoT Devices Packet Drop Rate (%)
LNC 120 12
DL-RP 10 10
EE-SEP 8 7
FRPL 6 5
Proposed DB-OMRP 120 3
35 ] T T T T
30 - .
QT? 25
& 50 P Packet drop (%)) |
=]
@
S 15 -
£ |
10 - ]
. — H ]
0 7 T T T T T
LNC DL-RP EE-SEP FRPL Proposed
Techniques

Figure 7: Performance Comparison of Packet Drop

Conclusion

In conclusion, the proposed Deep Belief-based
Optimal Moth Flame Routing Protocol (DB-OMRP)
demonstrates significant improvements in key
performance metrics for loT-based smart cities
compared to traditional protocols. The analysis
reveals areduction in average delay and packet drop
rates while enhancing network lifetime and
throughput. These advancements indicate that DB-
OMRP effectively optimizes energy consumption
and data transmission processes, contributing to
more efficient and reliable IoT networks. This
research lays the groundwork for further
exploration and application of advanced routing
strategies in the development of smart city
infrastructures.

Abbreviations
LNC: linear network coding, DDL-DTO: Distributed
Deep Learning-Driven Task Offloading, IAEETP:
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Interference Aware Energy Efficient Transmission
Protocol, CL-IOT: cross layer 10T.
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